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1.Brief�History�of�CAPTCHA
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What�is�CAPTCHA?
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What�is�CAPTCHA?

Completely�Automated�Public�Turing�test�to�tell�Computers�

and�Humans�Apart

로봇인지사람인지판별하는자동화된튜링테스트
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Cons�of�previous�NAVER�CAPTCHA
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기존 Naver Text�Reading�Captcha
접근방향

1.Font�다양성

2.배경다양성

3.변형 (개별글씨방향,크기,스타일,색)

4.Layout (높낮이,간격)

단점

Machine이풀기어려운형태의변형을추가하면서실제로

사람도알아보기힘든정도의형태변형때문에User�Friction�

(사용자가디지털인터페이스에서직관적이고고통없이

목표를달성하는것을방해하는것)증가

Machine을이용한Attack의경우,Data�와 Label�만있으면

사람보다높은정확도로Text를읽어내는것이가능
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OCR�VS�기존 NAVER�CAPTCHA

OCR�WIN!

Text�Reading�Captcha

==

Text�Recognition

Alphabet�과영문만지원하기

때문에Recognition�문제

중에서도쉬운문제
8



Human�VS�OCR

Lose�

Lose

but

bots�can�do�

betterYOU

OCR
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How�about�Google?
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Google�은요?

https://support.google.com/recaptcha

reCAPTCHA V1

1.Conventional�’text�reading’�captcha

2.2018�년서비스종료
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Google�은요?

https://support.google.com/recaptcha

reCAPTCHA V2

1.I’m�not�a�robot�checkbox

2.Invisible�recapcha ­ user�interaction

captcha�challenges�to�suspicious�user�when�submitted

웹사이트의 submit�버튼과연동
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Google�은요?

https://support.google.com/recaptcha

reCAPTCHA V3

1. User�interaction�없이사용자와page�간의 interation정보를토대로0~1사이의확률값으로bot�

여부를판별하고이를사용해적절한action�을취함

2. System�에의해실제사람이bot�으로판별되면경우에따라user�side�에서는따로방법이없음

(bann)

3. 결국확실한판별을위해서는CAPTCHA�Challenge��로확인
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결론은 Captcha�Challenge

V1

V2

V3

Key�Point

1.최종bot�여부판별을위해서는captcha�challenge�가어느version�이건상관없이필요

2.captcha�challenge�의경우사용자의정보를따로수집하지않고verification�이가능함

CAPTCHA�Challenge

Invisible

Intermediate�Stage

SUBMIT

Version
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Google�CAPTCHA�Challenge
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Google�Captcha�Challenge

REMARKS,

구글캡챠의경우실제 street�viewimage�를사용하고,사람입장에서난이도가높은편임

(Object�가작거나흐린이미지들,object�의경계가모호한경우들)

Bots�Work�Better�than�Human�Beings:�An�Online�System�to�Break�Google’s�Image-based�reCaptchav2

https://regmedia.co.uk/2019/09/11/recaptcha.pdf

Machine�입장에서는단순한Object��Category�Verification문제이기때문에풀기쉬운편

Object�의종류는

bus,�traffic�light,�crosswalk,�fire�hydrant,�bicycle,�car,�store�front,�motorcycle,�stair,�chimney,�taxi,�tractor,�parking�meter

13종뿐

Image�based�
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Better�CAPTCHA?

“easy�for�human,�hard�on�bots”

Problem�1
CAPTCHA�문제가 AI�에서비교적쉬운문제로치환이가능함
Solution�1
어려운문제로치환이되는 CAPTCHA를개발
치환된방법론의각단계에서난이도를상승시키기위한방법적용

https://regmedia.co.uk/2019/09/11/recaptcha.pdf 17
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Better�CAPTCHA?

“easy�for�human,�hard�on�bots”

Problem�2�
Reduce�User�Friction
Solution�2
직관적인 Task�를 CAPTCHA�화

Problem�3
Maximize�Attacker’s�Cost
Solution�3
풀 수있는대상자를한정
손쉬운확장성

https://2captcha.com/ 18



2.RECEIPT CAPTCHA
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영수증인식프로세스
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창을만들어보니...
영수증인식 Process

빛나는아울렛탐라점

경산시동대문구윗광동길348

...

...

1.빛나는->2.아울렛->3.탐라점

->4.경산시->5.동대문구->6.

윗광동길->7. 348 ... ...

""store_info.cnm_B_B”�->��

"store_info.cnm_I_I”�->�"store_info.cnm_I_I”�->�

"store_info.cnm_I_I”�->�"store_info.cnm_I_I”�->�

"store_info.cnm_I_I”�->�"O”�->�...

입력영수증 Text�Detection Text�Recognition

Serializer Tagging 결과물

OCR

Parser 21



영수증생성프로세스
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영수증생성 Process�(조립은분해의역순...)

Layout Contents�Synthesis Texture�Blending Split

Perspective�Transform Background�Synthesis Apply�Visual�Effects Result
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3.Inside�of�Shield
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Defend�OCR
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Watermark

Objective�of�General�Text�Detection

->�Detect�“Every”�text�in�the�scene
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Watermark

사람에게는잘보이지않지만,

OCR�엔진의경우Context�와연동하여인식정도를조절하기힘듦
False�

Positive

False�

Positive
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Watermark

Specialized�Text�Detection�(Receipt)�->�EXPENSIVE!
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Split

글자단위의Split�에의한OCR(detection�&�recognition)�Attack
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Defend�Parser
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Recap�Parser
영수증인식 Process

빛나는아울렛탐라점

경산시동대문구윗광동길348

...

...

1.빛나는->2.아울렛->3.탐라점

->4.경산시->5.동대문구->6.

윗광동길->7. 348 ... ...

""store_info.cnm_B_B”�->��

"store_info.cnm_I_I”�->�"store_info.cnm_I_I”�->�

"store_info.cnm_I_I”�->�"store_info.cnm_I_I”�->�

"store_info.cnm_I_I”�->�"O”�->�...

입력영수증 Text�Detection Text�Recognition

Serialization Tagging 결과물

OCR

Parser 31



Layout�Perturbation

Default Layout

Perturbed Layout
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Visual�Transformation

Perspective�&�Wave�Effect
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Watermark
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Question�and�Answer�
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Question�and�Answering

Easy�type

답안이영수증안에있는경우

Q1)�탕케첩의한개당

가격은얼마입니까?

Q2)�8개구매한

상품명은무엇입니까?
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Question�and�Answering

Hard�type

답안이영수증안에없는경우

+Semantic�Parsing(NL2SQL)�이필요한경우

Q1)�구입한해산물

개수는총몇개인가?
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Question�and�Answering

무한하게(에가깝게) 조합가능한DATA (Feat.�Naver Shopping)
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End�of�Shield
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이내용들다공개해도되나요?

네됩니다.

특허출원이완료된상태여서상세한내용이공개될예정입니다.

지금있는 Feature�들 외에도설계되어있는더다양한기능들이있고아직적용하지
않은기능들도있어요.

CAPTCHA�를만드는방법을안다고해서더쉽게풀수있는것은아닙니다.
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How�to�abuse�the�CAPTCHA:�Parser�
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Question:�완전건조노가리한개당

가격은얼마입니까?

Answer:�400

아~~.

어뷰징

하고싶다~.

Do�not�

say�that�

out�loud!
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Wang,�Xinyu,�et�al.�"On�the�General�Value�of�Evidence,�and�Bilingual�Scene-Text�Visual�Question�Answering"�ICCV�2020.

Q: How many milligrams 

are the Valium 2?

A: 2

- Scene-Text�Visual�Question�Answering�(STVQA)
- Text 이외에 general�object에대한정보도필요→�비슷하지만다른문제
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- Question은이미Natural�Language�(NL) 형태. Context는?
- OCR을통해 text 추출→�NL-type�Context 구성가능
- 그외에도여러가지방법이가능. But,�학습데이터의부재…

Baek,�Youngmin,�et�al.�"Character�Region�Attention�For�Text�Spotting."�ECCV�2020.

Baek,�Jeonghun,�et�al.�"What�is�wrong�with�scene�text�recognition�model�comparisons?�dataset�and�model�analysis."�ICCV�2019.

OCR

Context: erten Valium 2 2mg 

ROCHE Laroxy 10 Librium 5 

5mg GHODG

Q: How many milligrams are 

the Valium 2?

A: 2
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- 입력이미지에대해서

key-value 추출

- 계층화된정보도추출→�

Table 구조의정보표현

가능

- Parsing�기술을활용할

수있지않을까?

https://clova.ai/ocr
45
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1.Post-OCR�Parser
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1.1�Post-OCR�Parsing 이란?

Parse
- “Part”를 의미하는라틴어 “pars” 에서유래
- 의미로구분되는문자열

Post-OCR�Parsing
- 정보추출 (Information�Extraction)�기술영역
- OCR의결과로추출된문자열을의미있는
단위(Parse)로분해하고구조화(Parse�Tree)를
생성하는일련의과정

Source:�https://www.iusedauto.com/auto-parts-the-benefits-and-drawbacks/
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1.1�Post-OCR�Parsing 이란? (cont.)

Parse
49



1.2�Post-OCR�Parser의 구조

- 크게 Serialization와 Tagging Task 두가지단계로구성

- Serialization:�추출된 Text를 ordering�→�1D�sequence로변환

- Tagging:�1D�sequential�텍스트에대하여사전정의된 tag를부여

Erin Johnson veterinarian
TEL.5735556666FAX.573

555 6667

drkaki@gmail.com llll Dry
Creek Road San Jose, CA

95124www.dr-kaki.com

입력이미지 텍스트와

위치정보

OCR
Serializatio

n

정렬된텍스트와

위치정보

Tagging

NAME_B, NAME_I, O, TEL_B,
TEL_I, TEL_I, O, FAX_B,

FAX_I, FAX_I, EMAIL_B,

ADDR_B, ADDR_I, ADDR_I,
ADDR_I, ADDR_I, ADDR_I,

ADDR_I, HP_B

Tag�

Post-OCR�Parser
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1.3 Serialization

- 현존하는대부분의 NLP 모델은 1D�로 나열된텍스트입력이필요
- 다음단계인 Tagging의성능에매우큰영향을줌
- N-dim Polynomial�fitting과 Hierarchical�Clustering�을 활용→�
휘어지거나구겨진문서에대응

Erin Johnson veterinarian TEL.

573 555 6666 FAX. 573 555

6667 drkaki@gmail.com llll Dry

Creek Road San Jose, CA 95124

www.dr-kaki.com

Serialization
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1.3 Serialization�(cont.)

- 깨끗한문서에서는상대적으로쉬운문제.�하지만왜곡이있다면?
- 왜곡이있다면? →�Semantic 까지함께활용해야가능!
- Spatial�Information과 Semantic�Information을잘활용하는방법이
필요

휘어진영수증 배경의텍스트노이즈 !!??
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1.4 Tagging

- 각 target�class의 SPAN을찾기위해 Named�Entity�Recognition�(NER)�분야에서사용되는 BIO�
Tagging을사용
- B�(Begin),�I�(Inside),�O�(Outside)�의 세가지종류의 tag
- Serialization이잘된경우효과적인방법론
- Pretrained�BERT와 tagging�header�사용

Erin Johnson 573 555 6666 573

555 6667 llll Dry Creek Road San

Jose, CA 95124 www.dr-kaki.com

NAME_B NAME_I O O TEL_B TEL_I TEL_I O FAX_B

FAX_I FAX_I EMAIL_I ADDR_B ADDR_I ADDR_I ADDR_I ADDR_I

ADDR_I ADDR_I ADDR_I HOMEPAGE_I
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1.5 Post-OCR�Parser를 활용한서비스

- Clova OCR�Parser에서는다양한 Parsing 서비스를제공중

- 명함,�영수증,�사업자등록증,�신용키드, 신분증, 무역서류, etc.

- 영어, 한국어, 일본어, 인도네시아어, 프랑스어, 대만어

명함 영수증 사업자등록증 신용카드 신분증
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2.Next�Generation�Parser
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2.1 현재기술의한계점

- Recab:�serialization은 tagging 성능에큰영향을줌
- Rule-based:�OCR의결과에민감
- 왜곡이심하거나복잡한 layout을가진문서에서낮은성능
- 복잡한 Polygon�연산으로인한느린속도

겹친문서 구겨진문서 겹치고구겨진문서
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2.2 Relational�Parser

Graph�기반방법론

- Node:�text�box

- Edge:�inter-box relation

End-to-End 방법론

- Serialization:�edge�

prediction

- Tagging:�node�classification
Hwang,�Wonseok,�et�al.�"Spatial�Dependency�Parsing�for�2D�Document�Understanding."�arXiv 2020.
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2.2 Relational�Parser�(cont.)

- 왜곡에강하다
- Table�형태의 layout에서보다좋은성능
- 곧서비스에적용될예정

Hwang,�Wonseok,�et�al.�"Spatial�Dependency�Parsing�for�2D�Document�Understanding."�arXiv 2020.

Park,�Seunghyun,�et�al.�"CORD:�A�Consolidated�Receipt�Dataset�for�Post-OCR�Parsing."�NeurIPSWS�2019. 58



3.Attacking�CAPTCHA
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3.1 쉬운문제는 QA�모델로

Question:�완전건조노가리한개당

가격은얼마입니까?

Answer:�400

OCR�돌리고, serialize 하고,�언어모델로QA하면... 잘되지

않을까요?
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3.2 보다더어려운 CAPTCHA�문제들

- Split으로인한 OCR의어려움→ ROI�추출기술이필요
- Serialization의어려움→ Visual�Feature 결합이필요
- Post-OCR�Parsing을통한 table�정보추출과 Semantic�
Parsing의필요성

질문:�2개를산제품의총

가격은얼마일까요?

정답:�22000
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3.2 Semantic�Parsing

NL2SQL
- Semantic�Parsing의 한 종류
- 자연어문장을 SQL�query로 변환
- 단! 구조화된 Table 정보가필요→�Post-OCR�Parsing을 통해서추출가능

Hwang,�Wonseok,�et�al.�"A�comprehensive�exploration�on�wikisql with�table-aware�word�contextualization."�arXiv 2019.

Hwang,�Wonseok,�et�al.�"Syntactic�Question�Abstraction�and�Retrieval�for�Data-Scarce�Semantic�Parsing."�arXiv 2020.

질문:�2개를산제품의총가격은얼마인가요?

SQL:�SUM총합WHERE개수=2

정답:�2
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서로의기술발전을위한

건전한연구문화
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영수증이미지CAPTCHA생성에기여하신분들

이가영님
영수증QA�개발

왕효선님
CAPTCHA�기획

최승범님
CAPTCHA�기획임문빈님

영수증합성개발

이바도님
그냥개발
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Post-OCR�Parsing�Team

김기욱

Grounding

개발

박승현

레크레이션

담당

서민준

프로젝트

Manage

양소희

다함

이형민

Parser�&�

Grounder�

개발

임진영

Parser개발

HCI�연구

황원석

Parser개발

모델링

이현지

Parser개발
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Q�&�A



Thank�You


