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What is CAPTCHA?
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Completely Automated Public Turing test to tell Computers
and Humans Apart

2RQIX| ALRIQIX| THEste X155 Bl 53 HIAE
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Cons of previous NAVER CAPTCHA
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7|= Naver Text Reading Captcha
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Google 2827

reCAPTCHA V1
1.Conventional ‘text reading’ captcha
2.2018 A MH|A B=&

‘red’ (default theme) ‘white’

11

https://support.google.com/recaptcha
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reCAPTCHA V2
1.I'm not a robot checkbox
2.Invisible recapcha - user interaction

captcha challenges to suspicious user when submitted

HAO|E2f submit H =2t AF

o g
reCAPTCHA

Privacy - Terms

I'm not a robot

https://support.google.com/recaptcha
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reCAPTCHA V3
1. User interaction gi0| AFEX}2} page 2t2| interation HEE ELHE 0~1 AlO|2] =HE 3O 2 bot
O & THESI ! O|F AESH X E et action = F(g!
2. System Of| 2[5} X[ AF2H0| bot 2 THHEE|M ZL20| 2} user side Of| M= 2 BHHO| §iS
(bann)

3. 42 stAIsh b S OIs[|Al= CAPTCHA Challenge £ 29I
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https://support.google.com/recaptcha
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ZAE22 Captcha Challenge

Key Point

1.%|5 bot ({5 ZHEZ 2|sliA= captcha challenge 7 0= version 0|21 A2Qi0| HQ
2.captcha challenge 2| A< AFXIe| MEE 2 £EISHX| 8411 verification O] 7+t

Version | Intermediate Stage | CAPTCHA Challenge

‘red’ (default theme)

V1
I'm not a robot recmg,x
V2
SUBMIT
V3

Invisible
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Google CAPTCHA Challenge
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Google Captcha Challenge

Image based

Astd AHSxt
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REMARKS, Machine &0fIM= T3t Object Category Verification 2X[0]7 | [HE0]| £7| 412
T2 K| B AA| street view image £ AFESIL, AR IFHOIM L2922 T Object 2| E2=
(Object 7} ZfAHLt 52 O|0|X|F, object 2| AP =0t ARE) bus, traffic light, crosswalk, fire hydrant, bicycle, car, store front, motorcycle, stair, chimney, taxi, tractor, parking meter
137< -1
Bots Work Better than Human Beings: An Online System to Break Google's Image-based reCaptcha v2 16

https://regmedia.co.uk/2019/09/11/recaptcha.pdf




“easy for human, hard on bots”

Problem 1

CAPTCHA EX|7t Al 0jlM H|uw X 2|2 ZX[2 X|2t0]| Otset
Solution 1
0242 EX|2 X[2t0| £|:= CAPTCHAE JlY

Klgtel EES 2 THAlof| A Ho| =& d5Al7|7] fleh YE

= OO0 —

https://regmedia.co.uk/2019/09/11/recaptcha.pdf
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https://regmedia.co.uk/2019/09/11/recaptcha.pdf
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Better CAPTCHA?

u n 2Captcha Captcha recognition service  Workforus APl Software Blog 5] Signin -
easy for human, hard on bots

P ro b I em 2 Ca=51A TS
Starting from 0.5 USD for 1000 . Home data entry work

50¢ solved CAPTCHAs

ok APl available for most popular programming languages Instant payments

SOIUtion 2 @  Av.response time:less than 12 sec ., Easy to start
E e
A 28HQ Task S CAPTCHA 2t

Statistics for customers

= - I Rate Solving speed Service load Workers online
Maximize Attacker’s Cost
$0.75 14s 100 % 254
I A ol [HAIX}E A S22 22 20 280
ZF o Us EXE o
AAl O SIXEA o e Workers
&2 &g - g

https://2captcha.com/



2.RECEIPT CAPTCHA
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OCR

=

YLt oF2 3 Hat
HAMA| SHHET QIBEY 348

UHAHYES Text Detection Text Recognition
name olest 1%712 242
93
1. 8Lk=-> 2. of=28ll -> 3, Elg}™ ""store_info.cnm_B_B" -> count 2
"store_info.cnm_I_I" -> "store_info.cnm_|_I" -> =
- 74*"* - EE _?_ - - - - ’ - ricelnfo -
>4 o | > 5, o H._:r" > 6. - "store_info.cnm_|_I" -> "store_info.cnm_I_I" -> - i f.r:e 00
'?J\I%F%?EI -> 7 348 ...... "store_info.cnm_I_I"->"0"-> ... unitPrice 800
L[] L] L] 4 :
Serializer Tagging A1t=

Parser
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i = MM Process e suese.)
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Contents Synthesis Texture Blending Split

L

Perspective Transform Background Synthesis Apply Visual Effects Result
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3.Inside of Shiel
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Defend OCR



Watermark

Objective of General Text Detection

text in the scene

n

u

-> Detect Every

ao
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Watermark False

Positive

Gk bl

AEOAH= & 20]X] x|t
OCR 1719] B2 Context Qt 015 510] Q1A HEE ZHP| G

False

Positive
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Watermark

Specialized Text Detection (Receipt) -> EXPENSIVE!

3. 943 § 2A0L BY F2 Meldy
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=X} £kl 2] Split of] 2|$ OCR(detection & recognition) Attack
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Defend Parser
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ecap Parser
Y=+3S 214 Process OCR
SLt= ok=El Eeld
HLA| SOiET QLS 348

Text Detection

Text Recognition

Serialization

Parser

""store_info.cnm_B_B" ->
"store_info.cnm_I_I" -> "store_info.cnm_I_I" ->
"store_info.cnm_I_I" -> "store_info.cnm_I_I" ->

"store_info.cnm_I_I"->"0" > ...

Tagging

name Ofj2st nF7te 142
Y43

count 2

>

pricelnfo

price 1600

3%

unitPrice 800

2 7}2
==
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Layout Perturbation
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Visual Transformation

Perspective & Wave Effect
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Watermark
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Question and Answer
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Question and Answering

Easy type

C A
zforo] g4
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Question and Answering

Hard type

CIot0| Q45 Otoj gl A9

+Semantic Parsing(NL2SQL) O| a3t AL

B®615-1417
| % |
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Question and Answering

BSIS5HA (0] 2PAA) =g ?Hset DATA (Feat. Naver Shopping)

Medicine and medical supply Health Supplements Diet Aids
Medicine and medical supply Health Supplements Blood enhancer
Snack foods Diet foods Devil's-tongue
Food ingredients Vegetables Vegetable

Food ingredients Seafood Fish and shellfish

Foods

Snack foods

Foods

Snack foods

Foods

Foods

Foods

Foods

Semi-cooked food
Grains
Semi-cooked food
Grains
Semi-cooked food
Noodles

Bread products

Meat

Packed meal
Soybean milk
Dimsum

Rice cake
Dumpling
Ramen

Bread

Chicken meat
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End of Shield
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How to abuse the CAPTCHA: Parser
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Recap: Clova Receipt CAPTCHA

Question: &FHAHX Lof2| sk oH ¢t
2142 Lot YL|ar?

11— =

Answer: 400
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Q: How many milligrams

are the Valium 2?

- Scene-Text Visual Question Answering (STVQA)
- Text 0|2[0]] general object0]| et YT TR - H|5}X|T CHE ZA

Wang, Xinyu, et al. "On the General Value of Evidence, and Bilingual Scene-Text Visual Question Answering" ICCV 2020. 43
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OCR + Serialization + Question

Context: erten Valium 2 2mg
ROCHE Laroxy 10 Librium 5
5mg GHODG

Q: How many milligrams are
the Valium 27

A: 2

- Question2 0|0O| Natural Language (NL) &EH. Context=?
- OCR2 E4l text &%= — NL-type Context 71’d 7=
- 1 2|0 of2] 7tX| HO| Jt5. But, H5 H|O|E{ 2] EXH---

Baek, Youngmin, et al. "Character Region Attention For Text Spotting." ECCV 2020.
Baek, Jeonghun, et al. "What is wrong with scene text recognition model comparisons? dataset and model analysis." ICCV 2019. 44
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Clova OCR Parser

Model type: Document Understanding OCR

B39 R THES XS 24610 0 FE, ZX| L, X2 Y4 § =32 7|ME FRE FEYLICL

- &= o|0]X|of| CHshA
VERE W2 AOHBOlH key_value $%
O F4 YAA| £UT QIFZ 939 42 - 7:"§§-|'E|_I xCBIEE $% -

Text

Table 1X0| HH HP
s S

s+ W = - Parsing?lEzs 28Y
-1 g = UX| S

https://clova.ai/ocr
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https://clova.ai/ocr

B. Parsing

t-OCR Parser
xt Generation Parser
. Attacking CAPTCHA
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1.Post-OCR Parser



1.1 Post-OCR Parsing O|2t?

Parse
- "Part"E o|0|st= 2}EI0] “pars’ Of| A Lzl
- O|0| 2 &L= 2XIE

Post-OCR Parsing

- M4 == (Information Extraction) 7|= QY
- OCRO| Zt2 FEE XA o|0|Ye
CtQ|(Parse) 2 255t 1 X3S (Parse Tree)S
‘d-dot= 29l 2Hg

Source: https://www.iusedauto.com/auto-parts-the-benefits-and-drawbacks/
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1.1 Post-OCR Parsing O|2t? (cont.)

Text json

olg

Erin Johnson

F4

llll Dry Creek Road San Jose,CA 95124

O
5735556666

Fax
5735556667

E-mail
drkaki@gmail.com

SH0|X]|

www.dr-kaki.com

Parse

DEVIEW

2020
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Erin Johnson veterinal

Ser|a||zat|o TEL.5735556666FAX.2;;

& OCR 1 jrsliki@gmail.com ||||6?36r\7/ Tagglng o
Creek Road San Jose, CA
* 95124 www.dr-kaki.com Y
Yo|o|x| S AEQ} SEGEPN

PIrH SREC]

Post-OCR Parser

- 37| Serialization®?} Tagging Task & ?}X| £t|2 14
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NAME_B, NAME_|, O, TEL_B,
TELI, TELI O, FAXB,
FAX], FAXJ, EMAILB,
ADDR_B, ADDR._I, ADDR |,
ADDR_l, ADDR_I, ADDR |,
ADDR_I, HP_B

Tag

- Serialization: &&= El TextE ordering — 1D sequencez Higt
- Tagging: 1D sequential EIAE0]| CHSI] AFH HO|=l tagE &

50



7 N
/ /s
[
[0 N sh
< \ =
Nt
\\

Serialization

1111|Dry|Creek|/Road|San|Jose,|/CA 95124

Erin Johnson veterinarian TEL.
573 555 6666 FAX. 573 555
6667 drkaki@gmail.com llll Dry
Creek Road San Jose, CA 95124
www.dr-kaki.com

- QES= HEEQINLP B2 1D = LIZE HAE 250 2R
- L2 B2 Tagging?| 40 0 2 F2E2 &
- N-dim Polynomial fitting2} Hierarchical Clustering 2 &8 -

$101X|24Lt 2T 2X0) TS
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1.3 Serialization (cont.)

\[:B ) 3

Restaﬁrarr 1 {

ond poinf W;c_nm%: 1“: #

Tel ‘h’itsg‘é bR

. SRET 497945 15 00005 . APE:

Orleans '~ Tyh TNIRA FRAgA4S

Restaurar 2500106 A

ACDE 53 Hiosk 40 75/ 11/28 11:46:50
lte Prodyit Tota )
4 SRR cresetac é ¥
\l Grand \Ice.T b
b tal
ant Hedi o \’mdam 1
' \%Asmﬁé 3
preTre . Fr—.
M

B 11719 200470

e I ”é 1069 &
ALD:

MO ood106S /

HiZo| A E 0| X 72

- RSt EMOfA = Ao = 4|2 EA|. otX|TF 2fj=0] UCIM?
- Q20| QUCHMH? > Semantic Vx| T &-3lof Jts!
- Spatial InformationZ Semantic InformationS & &-83s}= HIHO|

mQ 2



DEVIEW
2020

1.4 Tagging

Erin Johnson V@t@rl@@ﬁl@@ TEL. 573 555 6666 FA¥X. 573
NAME_B NAME_|I 0] TELB TEL.I TEL_I 0] FAX_B

555 6667 drkaki@gmail.com 1111 Dry Creek Road San

FAX_ FAX_I EMAIL_I ADDR_B ADDR_I ADDR_I ADDR_I ADDR_I

Jose, CA 95124 www.dr-kaki.com
ADDR_I ADDR_I ADDR_I HOMEPAGE_I

- 2} target classQ| SPANS 37| 2[5l Named Entity Recognition (NER) 20f0|A A E|= BIO
Tagging= A8

- B (Begin), | (Inside), O (Outside) 2| M| 7}X| 82| tag

- SerializationO| & £l AL 2t QI BiH=

- Pretrained BERT2} tagging header ALE

53
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Aa3e HUES

- Clova OCR Parser0j|A = Ct¥et Parsing AMH|AE X2 &

- g0, =01, =0, Q=H|A[O}0], TP A0, CHRIO]

54



2 .Next Generation Pars



2.1 3 7|29 S|

- Recab: serialization2 tagging ‘450l & &2

- Rule-based: OCR2| Zz}joj| 21t
- Q50| &lStAHLE 5E Tt layoutS 71T EAMO|M S
- §&et Polygon Qi4to = Qlot L2l S
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2.2 Relational Parser

Name card

ALBERTI [EINSTEIN|,

2 5|Research|[Scientist|g

7 { 9 10 11
{13806 |[Relativity|street
12ltel][29-979-2458|13

14lenistein@companyname.com|

15 1617 18 19 20
|imagination|is|imore|important|thariknowledge]

company_name@—»(1)—>(2)
name@—»(3)—»(4)
position@—>(5)—»(6)
address.—>®—>
phone@—>42—>43

email@—>14)

etc.—»@—»@—»@—»

DEVIEW
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Graph 7| 2=

- Node: text box

- Edge: inter-box relation
End-to-End ¥ =2

- Serialization: edge
prediction

- Tagging: node classification

Hwang, Wonseok, et al. "Spatial Dependency Parsing for 2D Document Understanding." arXiv 2020.
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2.2 Relational Parser (cont.)

DEVIEW
2020

Ground truth
{'menu_name': ['GRILLED BABY POTATO (R'], 'count': ['1'], 'price': ['50500']}

{'menu_name': ['TRUFFLE CREAM'], 'count': ['1'], 'price': ['76000']}
{'menu_name': ['CARBONARA'], 'count': ['1'], 'price': ['70500']}

{'menu_name': ['ORIGINAL BREWED TEA'], 'count': ['2'], 'price': ['46000']}
{'subtotal_price': ['243000'], 'service_price': ['14580'], 'tax_price': ['25758']}
{'total _price': ['283338'], 'credit_card_price': ['2833385962']}

Prediction (left)

{'menu_name': ['GRILLED BABY POTATO (R'], 'count': ['1'], 'price': ['50500']}
{'menu_name': ['TRUFFLE CREAM'], 'count': ['1'], 'price': ['76000']}
{'menu_name': ['CARBONARA'], 'count': ['1'], 'price': ['70500']}

{'menu_name': ['ORIGINAL BREWED TEA'], 'count': ['2'], 'price': ['46000']}
{'subtotal_price': ['243000'], 'service price': ['14580'], 'tax_price': ['25758']}
{'total_price': ['283338'], 'credit_card_price': ['283338']}

Prediction (right)

{'menu_name': ['GRILLED BABY POTATO (R'], 'count': ['1'], 'price': ['50500']}
{'menu_name': ['TRUFFLE CREAM'], 'count': ['1'], 'price': ['76000']}
{'menu_name': ['CARBONARA'], 'count': ['1'], 'price': ['70500']}

{'menu_name': ['ORIGINAL BREWED TEA'], 'count': ['2'], 'price': ['46000']}
{'subtotal_price': ['243000'], 'service_ price': ['14580'], 'tax_price': ['25758']}
{'total_price': ['283338'], 'credit_card_price': ['283338']}

- =0l Zstct
- Table HE{Q| layoutOflM HL} 22 45
- 2 MH| A0 HEE oY

Hwang, Wonseok, et al. "Spatial Dependency Parsing for 2D Document Understanding." arXiv 2020.
Park, Seunghyun, et al. "CORD: A Consolidated Receipt Dataset for Post-OCR Parsing." NeurlPS WS 2019. 58



3.Attacking CAPT
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Answer: 400

OCR &2|1, serialize 5t11, 40| 2= QA S}H. ..
ASNR?

2 E[X]
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Question: &FHAHX Lof2| sk oH ¢t
2142 Lot YL|nf?
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3.2 HC} ¢ 0{2{2 CAPTCHA 2X|=

- Splite 2 QI5t OCRE| 6{2{=E — ROI & ?|=0| EQ

- Serialization?| 01212 — Visual Feature Zdg0| T Q
- Post-OCR Parsing2 %t table HH F=1} Semantic
Parsing?| a4

61



3.2 Semantic Parsing

Table:
Player Country Points ~ Winnings ($)
Steve Stricker United States 9000 1260000
K.J. Choi South Korea 5400 756000
Rory Sabbatini South Africa 3400 4760000
Mark Calcavecchia United States 2067 289333
Ernie Els South Africa 2067 289333

Question: What is the points of South Korea player?
SQL: SELECT Points WHERE Country = South Korea
Answer: 5400

NL2SQL
- Semantic Parsing?| st &
- Xte10] 292 SQL query=

DEVIEW
2020

EE 28 LHAIEe E o0t 2 Zofelvte?

SQL: SUM 8 WHERE {4~ =2

ek 2

- CH 1 X3HE Table HEIH 2R — Post-OCR Parsing2 EoliA £= Jts

Hwang, Wonseok, et al. "A comprehensive exploration on wikisgl with table-aware word contextualization
Hwang, Wonseok, et al. "Syntactic Question Abstraction and Retrieval for Data-Scarce Semantic Parsing." arXiv 2020. 62

MarXiv 2019.
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QA= 0|0|X| CAPTCHA A0 7|08 IR E

AHEH L
2SE 5
ol (I

:I-.-:'f'_l :l CAPTCHA 7|2
Gl '

SHE M G

CAPTCHA ?|&!
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Post-OCR Parsing Team DEVIEW
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w212 = olHI Clelks O[2ix|
Grounding | 32j|0] M OZ2NE Cret Parser & Parser {2 Parser 7 Parser 7H2
I et Manage Grounder HCI 9131 oz

HE
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Thank You ‘




